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Modern buyers enjoy the convenience of digital payments, but not all points of sale always have an Internet
connection. Trusting the buyer’s device to honestly report that a payment was definitively made puts
merchant’s revenue at risk. We present an inexpensive and usable solution for merchants to verify that a buyer
correctly completed a payment even when the point of sale is offline.
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1. Introduction

While more and more humans are online, some points of sale (PoS) still have no Internet connectivity.
Furthermore, even PoS that generally have Internet access may experience network outages from time to time.
Consequently, offline payments are frequently cited by central banks as a requirement for central bank digital
currencies [11, 2, 5, 3] and various commercial digital payment systems [13, 9, 12] offer modes in which offline
payments are possible.

A recent report on offline payments by the Bank of International Settlements [1] cites financial inclusion,
resilience and cash resemblance as primary reasons why central banks desire offline support in central bank
digital currencies (CBDCs). Our work addresses these concerns, as financial inclusion is also always a question of
cost, we improve resilience as we handle situations where the PoS is offline, and by integrating our solution with
GNU Taler [4] we preserve cash-like privacy for buyers.

We consider a point of sale (PoS) to be any physical location where a merchant operation is using PoS machines
operated by sellers to distribute goods for money to buyers.

The CAP theorem [6] puts a fundamental limit on the security of digital offline payments when neither buyer nor
seller can communicate with the database that ensures consistency for the payment data: a payment system
cannot be available and committing transactions while the network is partitioned and also guarantee consistency
at all times. In this article, we focus on a practially relevant corner case where the seller is offline but the buyer
has Internet connectivity.

If only the seller were online, the buyer either doesn’t have a digital device or could generally use the seller’s
Internet connection. Similarly, when the seller is offline it could use the buyer’s Internet connection. However,
practically speaking, contemporary devices do not make it easy for the buyer to quickly bring the seller online,
and moreover, the offline seller may not even have a smart phone.

In this article we present a practical system which allows an offline PoS to validate a transaction made by an
online buyer, and compare this new approach with previous designs. Our design assures the seller that a payment
was made with high probability and without requiring the PoS to have a general purpose computer, phone or
access to SMS. The proposed solution is deliberately simple: such solutions have a better chance of providing
security in practice when widely deployed to non-expert users.

2. Background

In traditional commerce, many small merchants have purely offline systems to limit costs. With physical cash, this
is not a problem. Buyers pay directly and the seller can collect their money physically. Consequently, physical
cash is generally the most inclusive offline payment option.

In terms of digital payments, the limitations imposed by the CAP theorem [6] are generally resolved by lowering
the security assurances provided by the system. While this seems inherent when both seller and buyer are offline,
this even happens in cases where the CAP theorem does not strictly apply, such as the Twint system.
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2.1 Twint-style Digital Offline Payments

For sellers who use Twint [14] (a payment system used in Switzerland), they can also accept offline payments.
[13] For offline payments, the system generates a static QR-code which is printed and put on display for buyers. It
contains the bank details of the seller with or without the price to pay. To verify that the buyer has paid, the seller
checks the screen shown on the buyer’s device. If it is showing a certain green dialog, the payment has been
made. The security of this system is imperfect, as an attacker only has to simulate scanning a QR code to then
display the validation dialog to trick the seller into believing that the transaction completed. The seller has no
offline way of verifying whether the transaction has actually taken place.

Twint’s design is not an exception: PayPal offers essentially the same design with its static QR code payments [9].
Again, merchants are expected to display a static QR code, have the buyer enter the amount into their PayPal
application, and believe the buyer’s device that the payment was actually made. We have anecdotal reports of
merchants being shown false confirmations with both Twint and PayPal. WeChat also supports off-line payments
[12]. Again, buyers scan a QR-code presented by the merchant. The buyer is connected to a page, where they can
enter the price to pay. Then a confirmation appears on their phone. The confirmation contains the price plus an
identifier specific for each merchant (usually the name of the merchant and a logo). However, this identifier can
easily be faked. WeChat recommends therefore: “However, with no device or frontend system at all, the merchants
will not receive notifications after users make payments. Institutions are thus advised to develop some result
notification channels for merchants, such as an Official Account message template or an app dedicated for result
notification.” [12].

2.2 Public-Key Cryptography to the Rescue?

The obvious solution to providing an offline merchant with a secure payment confirmation via an untrusted
buyer’s device involves the use of digital signatures. Here, the payment system could simply generate a
cryptographically signed message for the buyer to show to a PoS machine. The PoS machine would have been
configured with the public key of the payment system and would need a computer to verify the cryptographic
signature. Furthermore, the digital signature would have to be transmitted from the buyer’s device to the
merchant’s computer. The probably most likely method for this in practice would be to scan a QR code displayed
by the buyer’s device.!

The main drawbacks of this method are thus the need for a moderately powerful computer by the merchant that
can communicate with the buyer’s device and run public key cryptography, and the need to exchange a non-
trivial binary message. This work seeks to provide an alternative using only simple symmetric cryptography
which also does not need any communication hardware (no camera, no digital transmission).

2.3 Time-based One-Time Passwords

Time-based one-time passwords (TOTP) [8] allow users to authenticate to an Internet service using a shared
symmetric key and the current time. One-time passwords are core to our solution as they inherently prevent
replay attacks due to their ephemeral nature. With TOTP, both the user and the server generate a unique 4 to 8
digit passcode by hashing the symmetric key and the current time rounded to a multiple of a key rotation
frequency, typically 30s. Additionally, the server typically compares the client’s to multiple codes generated using
timestamps around the current server time to compensate for clock-skew, network delays and user data input
delays.

1NFC may also be an option, but it is less certain to be available on the buyer’s device.
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On the client-side, TOTP codes can be generated using TOTP applications or specialized TOTP devices. If two
systems share the same configuration in formation (key, hash function and number of digits), they will provide
exactly the same number at the same time without having to be connected.
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Notes: The PoS is offline while the buyer is online and can talk to the payment backend over the
network. The seller only has an offline device merely capable of computing an OTP based on a
PoS key shared apriori with its payment backend. First, the buyer obtains the PoS ID (for example,
by scanning a QR code). If there is more than one price per PoS and the amount paid is to be
verified, both merchant and buyer enter the amount into their device. The buyer pays and in
return receives the OTP code returned by the payment backend. The buyer shows the OTP code to
the merchant, who can visually compare the payment confirmation OTP code of the buyer with
the computation by its own offline device.

3. Our Approach

We propose a payment-system independent method that allows an offline vendor to verify that a payment has
been made by a buyer to their wallet. We assume here that the buyer has a digital payment application on their
device (typically a smartphone) and that the buyer’s device has access to the Internet. Using the Internet, the
digital payment application must be able to communicate with the payment service provider and a trusted online
service run by or on behalf of the seller.
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The main idea behind this paper (Figure 1) is to invert the authentication mechanism provided by TOTP,
confirming to a human that they are talking to the right server — with the implied message being that the
merchant received the expected payment.

As usual, the TOTP protocol uses a secret shared between the PoS’s device and the trusted server of the seller.
When a buyer successfully completes an online digital payment, the seller’s trusted online service returns a set of
TOTP codes based on the time of the purchase and the secret shared with the PoS to the buyer. The seller can
easily create the same TOTP code(s) using a cheap device that is not connected to the Internet, and can verify that
their code(s) match those that the buyer presents to the seller from their smartphone. As usual with TOTP, the
server should typically return multiple codes to compensate for minor disagreements about the current time.
This also addresses the scenario where a merchant is slow to generate their TOTP code, as then they may simply
find the code at a slightly different position in the list of codes shown by the buyer. The exact number of codes
being generated and the width of the time interval for each code can be adjusted to the needs of the merchant.
Our implementation defaults to 5 codes with 30 second intervals. The specific choices made here must be
conservative, as once the time interval has lapsed the merchant must go online to verify that the buyer made the
payment.

A cheating buyer has no good way to predict the TOTP code without actually performing a payment. While the
TOTP security level at 4-8 digits is at best 10-8, this should be more than enough to deter a buyer from
attempting to deceive a merchant in person.

The system described so far can only attest that a transaction has taken place, but does not provide any a
assurance that this transaction corresponded to the desired amount. A forged application on a smartphone could
display a transaction validation with the current TOTP code obtained by paying a tiny amount instead of the
actual price.

A small extension of the TOTP protocol can be used to make this attack impossible: We simply need to include the
price when computing the hash. Then, a seller can simply type the price into their device to generate a price-
dependent code. A modified TOTP algorithm on the seller’s trusted server would equally include the price paid by
the buyer, allowing the seller to verify that the buyer paid the correct price at the current time. Our approach thus
has the huge advantage of not requiring any modifications to existing PoS systems, as a stand-alone TOTP device
can be used by the seller when interacting with buyers making digital payments.

Table 1: Comparison of the various ways of securing digital payments for merchants without Internet.

‘ Security | Convenience ‘ HW cost

Twint - - +++ 0

Signature 4 - ~ $100
TOTP + + ~ $10
Ext. TOTP ++ + ~ §15

4. Discussion

Digital payments at a PoS where the buyer is online but the PoS is offline are an important use-case. Using TOTP
is a cheap solution to secure digital payments against buyers faking payments. Table 1 summarizes the
advantages and disadvantages of the various approaches for semi-offline digital payments.
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We consider vanilla TOTP and SMS to be about equally secure: SMS messages can be intercepted and faked [7],
and with vanilla TOTP the amount paid would not be validated. Thus, in both case a determined attacker would
succeed in defrauding a merchant, making neither solution viable for large amounts. Digital signatures offer a
much higher security level even compared to the extended TOTP protocol, as we would expect to stick to 8 digits
to preserve the convenience when checking that the TOTP codes match.

In terms of convenience, Twint’s method of checking a green screen shown by the buyer is simpler than any of
the other methods. SMS is generally also pretty easy, as it does not even require the merchant to interact with the
buyer. However, SMS can also be difficult as phone networks cannot always guarantee timely delivery. In terms of
setup convenience, both the SMS and TOTP solutions require sharing information between the PoS equipment
and the payment backend: for SMS the phone number must be configured, while for TOTP the PoS key must be
entered into the payment backend. Thus, we would rank SMS about equal with the TOTP approaches in terms of
convenience.

In contrast, merchants scanning a QR code shown by a buyer’s device for signature validation is likely to be the
most cumbersome interaction of all presented approaches.

5. Conclusion

Digital Inverted TOTP authentication can be a practical method for buyers to prove that they made a payment to a
cost-sensitive offline merchant. Using TOTP we can establish a secure channel between the payment backend and
the seller operating an offline PoS. Our solution around the limitations of the CAP theorem [6] is thus to securely
heal the network partition by establishing cryptographically secured communication via an untrusted buyer’s
device. This allows the payment system to assure consistency despite the merchant not having a connected
endpoint under their control.

In practice, it may suffice for sellers to only selectively check the TOTP code to still create an effective deterrent
against buyers using fake payment applications. Even merchants that are generally operating online could use
our design as part of an inexpensive contingency plan to continue secure operations during network outages.
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