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Abstract

Distributed applications can fail in subtle ways that
depend on the state of multiple parts of a system. This com-
plicates the validation of such systems via fault injection,
since it suggests that faults should be injected based on
the global state of the system. In Loki, fault injection is
performed based on a partial view of the global state of a
distributed system, i.e., faults injected in one node of the
system can depend on the state of other nodes. Once faults
are injected, a post-runtime analysis, using off-line clock
synchronization, is used to place events and injections
on a single global timeline and to determine whether the
intended faults were properly injected. Finally, experiments
containing successful fault injections are used to estimate
the specified measures. In addition to reviewing briefly the
concepts behind Loki and its organization, we detail Loki’'s
user interface. In particular, we describe the graphical
user interfaces for specifying state machines and faults, for
executing a campaign, and for verifying whether the faults
were properly injected.

Keywords : Distributed system validation, Experimental
evaluation, Fault injection, Sate-driven fault injection.

1. Introduction

The increasing use of distributed systems to build criti-
cal applications motivates the development of techniquesto
validate their dependability. Fault injection is an important
and effective way to validate such systems. However, fault
injection of distributed systemsisadifficult and challenging
task. The reasons for this are as follows. The behavior of a
distributed system depends on the state changes and events
occurring in the system'’s different processes. Thus, the
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faults occurring in such a system can depend on its global
state. This necessitates that, while injecting faultsin a sys-
tem, the fault injector keep track of its global state to inject
realistic faultsand/or errors. One approach would beto syn-
chronizeat al state changesin the system, but thiswould be
far toointrusive, and might affect the behavior of the system
in unacceptable ways. The aternative to synchronizationis
to use state change notifications to keep track of the global
state. Though these notifications are less intrusive than syn-
chronization, fault injections based on notifications could
occur in improper states, since the system could change
state between notifications. Measurements based on such
improper injections are not valid.

A fault injector for distributed systems should thus be
able to inject faults based on the global state of the system,
and at the same time not be too intrusive to the system un-
der study. It should also be able to determine whether a
particular set of faults were injected as intended, so mea-
sures can be calculated using only the intended injections.
With theseissuesin mind, we have developed aglobal state-
driven fault injector, called Loki, for distributed systems.
Loki injects faultsin adistributed system based on a partial
view of itsglobal state obtained using notifications, and can
determine, using a post-analysis, whether each fault was in-
jected as intended. In this paper, we describe the features
of the Loki fault injector and how to use it for conducting
afault injection campaign. We also provide an overview of
Loki concepts and the Loki runtime architecture.

Other fault injection and measurement tools, includ-
ing EFA [6], Orchestra [5], SPI [2], NFTAPE [8], DOC-
TOR[7], and CESIUM [1], have also focused on distributed
systems. These toolswork well for their intended purposes.
However, Loki is uniquein that it supports fault injections
based on the global state of the system combined with a
powerful language for defining measures. For acomparison
of thesetoolswith Loki, see[4].

The remainder of the paper is organized as follows. Sec-
tion 2 presents a brief description of the conceptsunderlying
Loki, namely, partia view of the global state, and off-line



clock synchronization. Section 3 provides an overview of
the Loki runtime architecture. Sections 4, 5, and 6 illustrate
the use of Loki for performing a fault injection campaign.
In particular, Section 4 describes the specification of acam-
paign using the Loki interface; Section 5 details the execu-
tion of a campaign using the Loki interface; and Section 6
explainsoff-lineanalysis of the execution resultsand how to
obtain the required measures from them. Finally, Section 7
presents our conclusions.

2. Review of Loki concepts

In this section, we briefly review the basic concepts of
Loki, namely, the partial view of theglobal state and off-line
clock synchronization. Additionally, we introduce various
terms that are used in the rest of the paper. More details of
what is presented here can be foundin [4].

The concept of state is fundamental to Loki. We assume
that at the desired level of abstraction (for fault injection),
the execution of a component of the distributed system un-
der study can be specified as a state machine. The global
state of the system is the vector of the local states of all of
itscomponents. During the fault injection process, it may be
necessary to inject faultsin a component based on the state
of other components of the system. It can be seen that to do
this, it is not necessary to keep track of the complete global
state of the system at all times; instead, it is sufficient to
track an “interesting” portion of the global state that is nec-
essary for the injection of the required faults. This interest-
ing portion iscalled the partial view of the global state, and
its selection depends on the particular system under study
and the faults to be injected.

In Loki, the distributed system (under study) is divided
into basic units (i.e., processes) from each of which state
information is collected and into each of which faults are
injected. Such a basic unit of the distributed system along
with the Loki runtime attached to it is called a node. The
Loki runtime maintains the partial view of the global state
for each of these nodes and injects faultsin them when nec-
essary. It also records state changes and fault injections
along with their occurrence times. The runtime only uses
the necessary state change notifications between nodes to
keep track of the partial view of the global state. Also, to be
as non-intrusive to the system as possible, the runtime does
not block the system while these notifications are in transit.
This meansthat the system could change state while the no-
tification is in transit, implying that the partial view could
sometimes be out-of-date. This could lead to incorrect fault
injections and hence incorrect measures.

To avoid such errors, Loki performs a post-runtime
check on every fault injection to determine whether it has
indeed been performed in the desired state (an off-line
check is used to avoid the expense and intrusiveness of an
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on-line check). Only the correct fault injections are then
used in computing the measures. The post-runtime check
involves placing the local times from each of the nodesinto
a single global timeline and then determining whether the
fault was injected in the right state. Loki uses an off-line
clock synchronization algorithm to tranglate the local times
to aglobal timeline. Synchronization messages, which are
used by this algorithm, are generated by the runtime be-
fore and after the application execution. These messages
are non-intrusive, since they are generated when the appli-
cation is not executing. This algorithm assumes that the
drifts of the system clocks are linear. A more detailed ex-
planation of the algorithm, along with its use in Loki, can
befoundin [4].

3. Overview of Loki runtime architecture

In this section, we provide a short overview of the Loki
runtime architecture. The runtime executes along with the
distributed system and maintains the partia view of the
global state necessary for fault injections. It also performs
fault injections when the system transitions to the desired
states and collects information regarding state changes,
fault injections, and their occurrence times.

As shown in Figure 1, thereis a Loki runtime for each
of the nodes in the distributed system. The runtime can
be divided into two main parts. one that is independent
of the system under study and one that is dependent on it.
The state machine, state machine transport, fault parser,
and recorder constitute the system-independent part, while
the probe is the system-dependent part. The state machine
keepstrack of the partial view of the global state necessary
for itsnode. It receiveslocal state change notificationsfrom
the probe, and state change notifications of remote nodes
from remote state machines. The state machines of differ-
ent nodes send state change notificationsto each other using
the state machine transport. The recorder records the state
changes and fault injections along with their times of oc-
currence. Boolean fault expressions are used to trigger fault
injections. Thefault parser parsesthesefault expressionson
every state changeand instructsthe probeto inject the corre-
sponding fault when an expression is satisfied. The probein
Loki hasto beimplemented by the system designer. Thede-
signer can either select a probe among the pre-implemented
probes in Loki, or develop hissher own probe. Therefore,
the designer will have considerable freedom in selecting the
type of faults to inject into the system. The probe monitors
thelocal node for state transitions and notifies the state ma-
chine of them. Also, it is the probe that performsthe actual
fault injections when the fault parser instructs it to do so.
For more details regarding the runtime, its components, and
their functions, refer to [4].

The evauation of a system using Loki can be divided
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Figure 1. Loki runtime architecture

into five main phases, namely,
1. Aninitial synchronization-message-passing phase,
2. A fault injection and observation collection phase,
3. A second synchronization-message-passing phase,
4

. Determination of experiments with properly injected
faults, and

5. Computation of measures using these experiments.

In the remainder of this paper, we show how a system
designer can use Loki to evaluate a system, by providingin-
formation about the five phases of evaluationin Loki. More
specifically, we describe specification and execution of fault
injection campaigns and off-line processing using the L oki
graphical user interface.

4. Campaign specification

Loki is based on the concept of a fault injection cam-
paign. A fault injection campaign for adistributed systemis
made up of one or more studies. At the study level, the sys-
tem is described using state machines, which are defined by
a state machine specification and afault specification. Each
study consists of a set of experiments, each of whichis one
run of the distributed application along with the fault injec-
tions corresponding to the study. Campaigns can be defined
using Loki’s graphical user interface, the Loki interface.

The Loki Manager, shown in Figure 2, controlsthe main
functionality of the Loki interface. The panel of buttons
along the bottom of the Loki Manager allows acampaign to
be imported, exported, created, deleted, or copied. After a
campaignis created, it can be specified with the “ Edit Cam-
paign” button. ThislaunchesaCampaign Manager window,
which is similar to the Loki Manager, using which studies
for the selected campaign can be created, deleted, copied,
or edited. If astudy is edited, a Study Manager is launched,
whichisalso similar to the Loki Manager. Three parameters
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Figure 2. The Loki manager

of the study must be specified in the Study Manager: the
number of experiments in the study, the time between ex-
periments, and the application timeout. The Study Manager
aso alows state machines to be created, deleted, copied,
and edited. After the state machines for a study have been
created, each state machine must be defined with a state
machine specification and a fault specification, and the dis-
tributed system must be instrumented for the study.

4.1. State machine specification

State machine specification is done using the State Ma-
chine Editor which can be seen in Figure 3, and is launched
from the Study Manager. The State Machine Editor’s“File”
menu allows the user to save and close the editor. The
“Edit” menu provides undo functionality for the state ma-
chine canvas and the ability to set the state machine’s prop-
erties. The third menu item is the “Panel” menu; and it
determines the control mode to be used when editing on
the state machine canvas. The last menu item is the  Panel
Size’ menu, which allows the size of the canvas to be in-
creased or decreased.

The three basic components that can be placed on the
state machine canvas are states, event-triggered state transi-



Figure 3. The state machine editor

tions, and comment boxes. States are represented on the
canvas by named nodes. The state transitions are repre-
sented by connection lines between two states. The con-
nection lines are associated with eventsthat trigger the tran-
sitions. The comment boxes are text areas that can be used
to note additional information about the state machine. The
type of components that are placed on the canvas is deter-
mined by the control mode that is selected from the “ Panel”
menu, e.g., in the “ State” mode, states can be placed on the
canvas. When astateis created, it isgiven aname, and alist
isdesignated of state machinesthat should be notified when
the state machine enters the state. Thislist helps the state
machines to maintain the partial view of the global state.
When a state transition is created, the event that triggersthe
transition must also be provided by the user.

4.2. Fault specification

After the state machines have been specified, the fault
specifications should be defined. The Fault Specification
Editor is launched from the Study Manager at the same
time as the State Machine Editor. It shows a listing of all
the faults that should be injected into the state machine's
corresponding application. The fault specification of each
fault consists of three parameters. They are the fault name,
afault expression that determines when the fault should be
injected, and an indication of whether the fault should bein-
jected only thefirst time that the expressionistrue, or every
time that the expression becomes true. As described ear-
lier, the actual fault injection codeis called a“probe.” The
method for specifying a probeis given in Section 4.3.

The main part of the fault specification is the fault
expression that triggers the fault. The expression represents
some partial view of the global state in the distributed
system. The variables in the fault expression are (state
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machine:state) pairs. The expressions make use of ‘& for
an AND, ‘|’ for an OR, and ‘"’ for a NOT. An example
expressioniis:

((StateMachi nel: St at e5) &~ (St at eMachi ne3:
State3)))
This indicates that a fault should be injected when
StateMachinel is in State5 and StateMachine3 is not in
State3.

4.3. Instrumenting the distributed system

After the state machine and fault specificationsin a study
have been defined, the application corresponding to each
state machine must be instrumented. The Loki runtime is
implemented in C++; therefore, the instrumented portion
must also be programmed in C++. There are three steps to
instrument an application:

e Probe Implementation

e Event Notification

e Use of appMai n()

A probe must be defined for the application, and itsi n-
j ect Faul t () function must be implemented. This func-
tion takes in a fault name (which corresponds to the name
givenin the fault specification), implementsinjection of the
fault, and returnsthetime when thefault isactually injected.
By having the Loki user write the i nj ect Faul t () code,
Loki is capable of providing a high degree of freedom in
the types of faults injected. The probe should aso indicate
to the state machinethe occurrence of eventsthat were spec-
ified in the state machine specification. Thisis done using
thenot i f yEvent () method of the state machine and pass-
ing the event name and the time at which the event occurred
as parameters. Another requirement is that appMai n() , in-
stead of mai n() must be used to start the application.

The instrumentation can be performed both when the ap-
plication’s source code is available and when it is not. If it
is available, then the probe can be integrated into the ap-
plication code. not i f yEvent () andi nj ect Faul t () can
directly be a part of the application’s source code. For this
to be done, the application’smai n() function should be re-
named to appMai n() . If the source code is not available,
the probe can be used as a monitor for the application. The
probe's appMai n() function is used to start the applica
tion, and it can monitor the application’s input and output
for events. These events are then communicated to the state
machineusingthenot i f yEvent () method. Thei nj ect -
Faul t () method can inject faults from outside the applica-
tion. The first approach provides more accurate event noti-
fication and fault injection, but it is more intrusive than the
second approach.
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5. Campaign execution

After a campaign is fully specified, it can be executed.
To do this, the Experiment Manager, shown in Figure 4, is
launched from the Loki Manager. There are six parame-
tersin the top panel of the Experiment Manager that must
be set before a campaign is executed. The Loki runtime
passes synchronization messages for the off-line clock syn-
chronization as discussed in Section 2. These messages
are passed between all the hosts in the distributed system.
The first two parameters represent the number of synchro-
nization messages that should be passed before each exper-
iment, and the delay between those messages. The next two
parameters are similar, but correspond to synchronization
messages that are passed after experiments. The fifth pa-
rameter indicates the port number that the synchronization
messages should be passed on. The last parameter specifies
whether the synchronization messages are to be passed after
each experiment, or after each study.

Onceall the parameters are set, the campaign can be exe-
cuted with the “ Execute Campaign” button. It executeseach
study one after another. Within each study it executes the
specified number of experiments, passing synchronization
messages as indicated above. During execution, the mid-
dle panel of the Experiment Manager indicates the current
study and displays the experiment’s progress. The bottom
panel indicates whether studies and experiments were suc-
cessfully executed.

6. Off-line processing

Off-line processing consists of two steps. campaign
analysis and measure estimation. The campaign analysis
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Figure 5. Analysis window for an experiment

creates global timelines for the different experiments, and
determines whether the faults were properly injected. Mea-
sure estimation in Loki uses the results of these proper fault
injectionsto calculate statistically representative measures.

6.1. Campaign analysis

Two windowsare used during campaign analysis: “Anal-
ysis,” which performsanalysis computationsfor acampaign
and displays preliminary results for a study, and “Exper-
iment Analysis,” which shows the details for a particular
experiment. The conversion to global timeline is done only
once for each study. When the analysisis run for the first
time, the “Analysis’ window is disabled, and a dialog box
shows the progress of the conversionto aglobal timeline. If
the conversion to the global timeline has already been per-
formed, the “Analysis’ window allows the user to select a
study in order to obtain a report of how many faults were
correctly injected, incorrectly injected, and not injected at
all for each state machine in the study. The user can also
focus on one particular experiment of the study by clicking
the “Examine Analysis’ button.

The “Experiment Analysis’ window, shown in Figure 5,
presents detailed information on each experiment. The top
part of the window gives the clock synchronization results
for the different machines. For the meaning of these results,
refer to [4]. The second part of the window shows informa-
tion on each state of the selected state machine. Each entry
consists of the event name, the time in clock ticks, and an
indication of whether thetimeis an upper or lower bound of
the event. Note that atime instant on alocal timeline, when
projected to the global timeline, becomes a time interval
defined by a lower and upper bound. Hence, there are two
entries for each event. The third part of the window shows



al the occurrences of afault in the selected state machine.
For each fault occurrence, there is an indication of whether
the fault was injected properly, not injected properly, or not
injected at al. The two bounds related to each fault are
also shown. The last part of the window shows the global
timeline for the given experiment. The first column indi-
cates the event type (state transition or fault injection). The
second column shows the state machine in which the event
occurred. If the event is a state transition, the third column
indicates the ending state of the state change, and the fourth
column indicates the event that triggered the transition. If a
fault wasinjected, the third column contains the fault name.
For both cases, the next column shows the time in clock
ticks, and the last column indicates whether the time shown
isalower or upper bound.

6.2. M easure estimation

The goal of measure estimation in Loki is to provide a
mechanism to obtain statistically representative measures
which are interesting to the user. Loki uses a flexible lan-
guage to describe these measures. The definition of mea-
suresis done at two levels, namely, at the study level and at
the campaign level.

Each of the measures specified at the study level con-
sists of an ordered sequence of (subset selection, predicate,
observation function) triples, and is defined for a particu-
lar study. The subset selection is used to select a subset of
experiments based on the observation function outcomes of
the previoustriple. Note that the subset selection of thefirst
triple would select al the experiments of the study. The
predicate is a Boolean expression containing queries of the
form (state machine, state, time), and (state machine, start
state, event, time), combined with AND, OR, and NOT. The
outcome of the predicate applied to the global timeline of
an experiment is called the predicate valuetimelineand isa
combination of impulses and steps. The observation func-
tion is defined on the predicate value timeline and its out-
comeis called the observation value. The above triples are
applied, in the specified order, to each of the global time-
linesin the study to obtain the corresponding final observa-
tion values.

Measures at the campaign level are obtained by collating
the final observation values of different experiments. De-
pending on the method of collation, and the observations
used during collation, statistically significant results such as
the first four moments, and percentiles for various a-levels
can be computed for these measures.

7. Conclusions

This paper describes Loki, astate-based fault injector for
distributed systems. Loki is unique in its ability to inject
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faults based on a partia view of the global state of a dis-
tributed system and its ability to check afterwards whether
the faults were correctly injected. Moreover, Loki provides
a powerful language to define sophisticated measures. We
have shown in this paper how auser can, by using the Loki
interface, specify the fault injection campaign and the faults
to beinjected, execute acampaign, and analyze the obtained
results to verify whether the faults were properly injected.
Preliminary performanceresultsusing asimple example[4]
showed that, depending on the application and the OS, high
probabilities of correct fault injection can be expected for
states in which the application will remain for at least sev-
eral OStime-slices.

References

[1] G. Alvarez and F. Cristian. Centralized failure injection for
distributed, fault-tolerant protocol testing. In Proceedings of
the 17th IEEE International Conference on Distributed Com-
puting Systems (ICDCS 97), pages 78-85, May 1997.

[2] D. Bhatt, R. Jha, T. Steeves, R. Bhatt, and D. Wills.
SPI: An instrumentation development environment for par-
ale/distributed systems. In Proceedings of the 9th Interna-
tional Parallel Processing Symposium, pages 494-501, 1995.

[3] R. Chandra, R. M. Lefever, M. Cukier, and W. H. Sanders.
Loki User’s Manual — version 1.0. Coordinated Science Lab-
oratory, University of Illinois at Urbana-Champaign, Illinois
61801, August 1999.

[4] M. Cukier, R. Chandra, D. Henke, J. Pistole, and W. H.
Sanders. Fault injection based on the partial global state of
a distributed system. In Proceedings of the 18th IEEE Sym-
posium on Reliable Distributed Systems, pages 168-177, Oc-
tober 1999.

[5] S. Dawson, F. Jahanian, T. Mitton, and T. L. Tung. Testing
of fault-tolerant and real-time distributed systems via proto-
col fault injection. In Proceedings of the 26th International
Symposium on Fault-Tolerant Computing (FTCS-26), pages
404414, June 1996.

[6] K. Echtle and M. Leu. The EFA fault injector for fault-
tolerant distributed system testing. In Proceedings of the
IEEE Workshop on Fault-Tolerant Parallel and Distributed
Systems, pages 28-35, 1992.

[7] S. Han, K. G. Shin, and H. A. Rosenberg. DOCTOR:
An integrated software fault injection environment for dis-
tributed real-time systems. In Proceedings of the Interna-
tional Computer Performance and Dependability Symposium,
pages 204-213, 1995.

[8] D.T. Stott, Z. Kalbarczyk, and R. K. lyer. Using NFTAPE for
rapid development of automated fault injection experiments.
In Digest of FastAbstracts of the 29th Annual International
Symposium on Fault-Tolerant Computing (FTCS-29), pages
3940, June 1999.



