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Learning Objectives

Polkadot
Homomorphic Encryption
SMC: Scalar Product

Blind Signatures



Guest Speaker: Dr. Jeffrey Burdges

P Recovering pure mathematician
> “Applied” cryptographer
» Lead protocol designers for Polkadot at Web3 foundation
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Homomorphic Encryption

E(Xl D X2) = E(Xl) & E(X2)



Multiplicative Homomorphism: RSA & ElGamal

» Unpadded RSA (multiplicative):
E(x1) - E(x2) = x5x5 = E(x1 - x2)
> ElGamal:

E(x1) - E(x2) = (8", x1- h")(g", %2 - h"?)
— (gr1+r2)’ (Xl ,Xz)hrﬁ-rz)

= E(m1 . m2)



Additive Homomorphism: Paillier

Ex(m):=g™-r" mod n?, (6)
A d 2 -1
Dk(c): = (c mon ) -4t mod n (7)

where the public key K = (n, g), mis the plaintext, c the ciphertext,
n the product of p, q € P’ of equal length, and g € Z,. In Paillier,
the private key is (A, 1), which is computed from p and g as follows:

Ai=lem(p—1,q9 — 1), (8)
A mod n?) — 1\t
W= ((g O: ) 1) mod n. 9)

Paillier offers additive homomorphic public-key encryption, that is:

Ex(a) ® Ex(b) = Ex(a + b) (10)

for any public key K.



Fully homomorphic encryption

Additive:
E(A)® E(B) = E(A+ B) (11)

and multiplicative:
E(A)® E(B) =E(A-B) (12)

Known cryptosystems: Brakerski-Gentry-Vaikuntanathan (BGV), NTRU,
Gentry-Sahai-Waters (GSW).
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Secure Multiparty Computation: Scalar Product

» Original idea by loannids et al. in 2002 [4] (use:
(a — b)? = a°> — 2ab + b?)
» Refined by Amirbekyan et al. in 2007 (corrected math) [1]

» Now providing protocol with practical extensions (negative
numbers, small numbers, set intersection).



Preliminaries

v

Alice has public key A and input map ma : My — Z.
» Bob has public key B and input map mg : Mg — Z.

» We want to calculate

S mali)ms(i) (13)

ieManNMp

v

We first calculate M = My N Mp.
Define aj := ma(i) and b; := mg(i) for i € M.

v

» Let s denote a shared static offset.



Network Protocol

» Alice transmits Ea(s + a;) for i € M to Bob.

» Bob creates two random permutations 7w and 7’ over the
elements in M, and a random vector r; for i € M and sends

R =Ea(s + ax(i)) ® Ea(s — ra(i) — br(i)) (14)
=EA(2" s+ ax(i) = (i) — br(i)); (15)
R':=Ea(s + ap(i)) @ Eals — rriy) (16)
=Ea(2- s+ ap(j) — ro(iy)s (17)
S:= Z(r,- + bj)?, (18)
Si=>)rf (19)



Decryption (1/3)

Alice decrypts R and R’ and computes for i € M:

ar(i) = br(iy = f=(i) = Da(R) =25,
a7r/(,-) — r7r/(,-) = DA (R,) -2 S,

which is used to calculate

T::Z:a,2

U, == Z(aﬂ/(i) - r,r/(,-))z

ieM

(20)
(21)

(22)
(23)

(24)



Decryption (2/3)

She then computes

P:=S+T+U

e (s o)

ieM iem iem

= Z ((b; + r,~)2 + a,2 —(ai— bj — fi)2)
ieM

=2- Z a,-(b,- + r,-).

ieM
P:=S+T+U

= Z r?+ Z a? + < Z(a,- - r,')2>

ieM ieM ieM

=Y (F+af—(a—n)?) =2 an.

ieM ieM



Decryption (3/3)

Finally, Alice computes the scalar product using:

P 2P/ Za, (bi +ri) Za,r, Za,-b;.

ieM ieM ieM

(25)



Computing Discrete Logarithms

Who said calculating DLOG was hard?



Computing Discrete Logarithms
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Baby Steps
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Giant Steps
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ECC Version?

Alice's geheimer Wert sei a. Alice schickt an Bob (gj, h;) = (g"i, g"#t2/)
mit zufalligen Werten r; fiir i € M.
Bob antwortet mit

a
b; b; b; b; . :b;
(Hgi I ) = (Hgi ’<Hgi ) gze”’”)
ieM ieM ieM ieM
Alice kann dann berechnen
—a a
bj b; iemaibi iem dibj
R T -
ieM ieM

Falls ZieM ajb; ausreichend klein ist, kann Alice dann das Skalarpro-
dukt durch Losung des DLP bestimmen.

! Joint work with Tanja Lange



Performance Evaluation (AMD Threadripper 1950)

Length | RSA-2048 | ECC-220 | ECC-2%8

25 4s 0.1s 42 s
50 8s 0.1s 43s
100 10 s 02s 43 s
200 19 s 02s 43s
400 35s 03s 43s
800 74 s 04s 45s

800 | 1234kb| 65kb| 65kb

The pre-calculation of ECC-228 is x 16 more expensive than for ECC-
220 a5 the table is set to have size \/n.



Exercise

Implement function to calculate DLOG.
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Reminder: RSA

Pick p, g prime and e such that

GCD((p—1)(q — 1), ) = 1

» Define n = pgq,

» compute d such that ed =1 mod (p—1)(g — 1).

» Let s:=m“ mod n.
» Then m=s® mod n.



RSA Summary

v

Public key: n, e

v

Private key: d = e~ mod ¢(n) where

p(n)=(p—1)-(g—1)

» Encryption: ¢ = m® mod n
» Decryption: m=c? mod n
» Signing: s=m“ mod n

>

Verifying: m = s® mod n?



Low Encryption Exponent Attack

P> e is known
> M maybe small

> C=Me<n?
» If so, can compute M = v/C
= Small e can be bad!



Padding and RSA Symmetry

» Padding can be used to avoid low exponent issues (and issues
with m=0or m=1)

» Randomized padding defeats chosen plaintext attacks

» Padding breaks RSA symmetry:

DApriv(DBpriv(EApub(EBpub(M)))) #M (27)

» PKCS#1 / RFC 3447 define a padding standard



Blind signatures with RSA [3]

1. Obtain public key
(e, n)

2. Compute
f:= FDH(m),
f <n.

3. Pick blinding factor
beZ,

4. Transmit
f':=fb® mod n



Blind signatures with RSA [3]

1. Obtain public key

(e, n)
2. Compute 1. Receive f.
f:= FDH(m),
2. Compute
f <n. /o prd d
3. Pick blinding factor ST . moa
beZ, 3. Send s'.
4. Transmit

f':=fb® mod n



Blind signatures with RSA [3]

. Obtain public key

(e, n)
. Compute 1. Receive f.
f:= FDH(m),
2. Compute
f <n. /o prd d
. Pick blinding factor ST . moa
beZ, 3. Send s'.
. Transmit

f':=fb® mod n

1. Receive s'.

2. Compute
s:=s'b1 modn
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