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Part I: Protocols
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Protocols

▶ “A protocol is a series of steps, involving two or more parties, designed to
accomplish a task.”

▶ Everyone involved must know the steps in advance and agree to follow it.
▶ The protocol must be complete and unambiguous.
▶ For cryptographic protocols, it should not be possible to do more or learn

more than what is specified in the protocol.
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Dramatis Personae

▶ Alice, Bob, Carol and Dave
▶ Eve – Eavesdropper
▶ Mallory – Malicious active attacker
▶ Trent – Trusted arbitrator
▶ Walter – Warden
▶ Peggy – Prover
▶ Victor – Verifier
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Attack Personae

▶ Eavesdroppers
▶ Passive cheaters
▶ Active cheaters
▶ Real-world adversaries – Mallory
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Efficiency

▶ Number of steps in protocol
▶ Size of messages
▶ Conflict resolution cost:

1. Involvement of trusted party (arbitrated protocols)
2. Resolution by trusted party on dispute (adjudicated protocols)
3. Self-enforcing protocols
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Part II: AI and Security
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Statistics

▶ mathematical techniques for drawing general conclusions from data samples
▶ means, medians, distributions, samples, significance, bias
▶ resulting aggregates may have meaning, or not
▶ no hard assurances about individual inputs, only probabilities
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Machine Learning

We have too much (statistical) data for humans to determine which ones have
meaning, so:
▶ Ask computer to figure out which inputs matter!
▶ Different techniques:

▶ Supervised learning: given example inputs and desired outputs, derive “general
rule”

▶ Unsupervised learning: find hidden structure in data
▶ Reinforecment learning: algorithm selects actions, receives feedback based on

result(s)

▶ Shared outcome: data in, statistical predictors out
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Artificial Intelligence

(Jimmy Carr, 2024)
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Is Improving Security Possible?

(8’2018)
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Part III: Mass Surveillance
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Societal control technology: Analytics

-
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“The U.S. government labeled a prominent journalist as a member of Al Qaeda
and placed him on a watch list of suspected terrorists, according to a top-secret
document that details U.S. intelligence efforts to track Al Qaeda couriers by ana-
lyzing metadata.”

—The Intercept, May 8 2015

192 Million people live in Pakistan.
▶ 0.18% of the Pakistani population = 343,800 innocent citizens
▶ 0.008% of the Pakistani population = 15,280 innocent citizens

This is with half of AQSL couriers surviving the genocide.1.

“We kill based on metadata.”
—Michael Hayden (former NSA & CIA director)

1“Genocide is the deliberate destruction of physical life of individual human beings by reason of
their membership of any human collectivity as such.” –Pieter N. Drost, Dutch law professor
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The NSA mathematician’s presentation only gives the percentages.

Compartmentalization is an unconscious psychological defense mechanism used
to avoid cognitive dissonance, or the mental discomfort and anxiety caused by a
person’s having conflicting values, cognitions, emotions, beliefs, etc. within
themselves.
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Part IV: More case studies
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Case study: Communication

“A company is developing new software for private communication. This will
enable its customers to communicate with "complete" privacy. The solution does
not include backdoors and thus the company cannot support requests for legal
intercept.”

Perform an ethical case study on what the company should do!

Introduction to Information Security 30/32



Case study: Private communication

▶ Suppose the company added a “feature” to provide legal intercept support.
Does this change your assessment?

▶ Does it make a difference if the software is “free software” developed by a
community instead of proprietary software from a company?
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Case study: Remote Attestation

“Researchers develop a remote attestation method, by which a remote party
(over the Internet) can tell whether some computer runs exactly the approved soft-
ware configuration, and only in this case releases a decryption key. Applications
for remote attestation include a broad range of copyright enforcement methods
(DRM), where movies are only decoded if no recording software is detected, or
where software only runs if it is properly licensed for that environment.”

Perform an ethical case study on what the researchers should do!
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Case study: Remote Attestation

▶ Does it make a difference if this is developed for the control of military
software? (Think of “copyright” enforcement for nuclear weapons launch
software.)

▶ Such a mechanism is also useful to malware authors to prevent diagnosis of
the malware’s operation by anti-virus companies. Does this information
change your assessment?
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Conclusion

▶ Computers have no sense of ethics.
▶ Physical reality (including code) beats human law.

⇒ We need to be careful about which technology we adopt.
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AI/ML for Network Security

IETF 116 (3’2023)
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Questions?

“The most unpardonable sin in society is independence of thought.” –Emma Goldman
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