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Part I: How should we pay?

TALER
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Surveillance
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Surveillance concerns

» Everybody knows about Internet surveillance.
> Butis it that bad?

» You can choose when and where to use the Internet

» You can anonymously access the Web using Tor

» You can find open access points that do not require authentication
» |P packets do not include your precise location or name

» |SPs typically store this meta data for days, weeks or months

m TALER
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Where is it worse?

This was a question posed to RAND researchersin 1971:
“Suppose you were an advisor to the head of the KGB, the Soviet
Secret Police. Suppose you are given the assignment of design-
ing a system for the surveillance of all citizens and visitors within
the boundaries of the USSR. The system is not to be too obtrusive
or obvious. What would be your decision?”

Christian Grothoff NEXT . GENERATION . INTERNET 6



Where is it worse?

This was a question posed to RAND researchersin 1971:
“Suppose you were an advisor to the head of the KGB, the Soviet
Secret Police. Suppose you are given the assignment of design-
ing a system for the surveillance of all citizens and visitors within
the boundaries of the USSR. The system is not to be too obtrusive
or obvious. What would be your decision?”

“I think one of the big things that we need to do, is we need to get a way
from true-name payments on the Internet. The credit card payment
system is one of the worst things that happened for the user, in terms of
being able to divorce their access from their identity.” -Edward Snowden,
IETF 93 (2015)
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When you pay by CC, the information includes your name
When you pay in person with CC, your location is also known
You often have no alternative payment methods available
You hardly ever can use someone else's CC

Anonymous prepaid cards are difficult to get and expensive
Payment information is typically stored for 6-10 years!

vVvyvyVvVvYyypy
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Credit cards have problems, too!

3D secure (“verified by visa") is a nightmare:

Complicated process

Shifts liability to consumer H=a==

Significant latency =

Can refuse valid requests

Legal vendors excluded =

No privacy for buyers

m TALER
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The bank’s Problem

» GClobal tech companies push oligopolies
» Privacy and federated finance are at risk o

3

» Economic sovereingity is in danger Alipay.com

PayPal
& Pay

a PaywithAEzon | SAMSUNG
- 5 a
Pay Nss
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Predicting the future

> Google and Apple will be your bank and run your payment system

» They can target advertising based on your purchase history, location
and your ability to pay

» They will provide more usable, faster and broadly available payment
solutions; our federated banking system will be history

> After they dominate the payment sector, they will start to charge
fees befitting their oligopoly size

» Competitors and vendors not aligning with their corporate “values”
will be excluded by policy and go bankrupt

» The imperium will have another major tool for its financial warfare
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The Bank of International Settlements on CBDC



The Emergency Act of Canada, February 2022, https://www.youtube.com/watch?v=Nel


https://www.youtube.com/watch?v=NehMAj492SA

Part II: Blind Signatures
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Reminder: RSA

Generate random p, g primes and e such that

GCD((p—1)(a-1),e)=1 (1)

» Define n = pq,
» compute dsuchthated =1 mod (p — 1)(g — 1).

» Lets:=m9 mod n.
» Then m=5s® mod n.
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Public key: n, e
Private key: d = e~ mod ¢(n) where ¢(n) = (p—1)- (g — 1)

Decryption: m =c mod n

>

>

» Encryption:c=m€ mod n
>

>

Signing: s =m< mod n
» Verifying: m =s€ mod n?

These equations are heavily simplified and should not be used like this in

production!

m TALER
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Low Encryption Exponent Attack

> eis known
> m maybe small

> C=m°<n?
> If so, can compute m = ¥/C
= Small e can be bad!

m TALER
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Padding and RSA Symmetry

» Padding can be used to avoid low exponent issues (and issues with
m=0orm=1)

» Randomized padding defeats chosen plaintext attacks
» Padding breaks RSA symmetry:

DApriv(DBpriv(EApub (EBpub(m)))) 7& m (2)

» PKCS#1 /RFC 3447 define a padding standard
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Blind sighatures with RSA [2]

1. Obtain public
key (e,n)

2. Compute
f:= FDHn(mM),
f<n.

3. Generate
random
blinding factor
beZn

4. Transmit
f' == fb® mod n
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Blind sighatures with RSA [2]

1.

2.

4.

Obtain public
key (e,n)
Compute
f:=FDHpn(mM),
f<n.

. Generate

random
blinding factor
beZn

Transmit
f':=fb® mod N

m TALER

1. Receive f'.

2. Compute
s :=f"9 mod n.
3. Send s.
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Blind sighatures with RSA [2]

1. Obtain public
key (e,n) 1. Receive s'.

2. Compute 2. Compute
f:= FDHn(m), 1. Receive f. s:=s'b~! mod n
f<n.

3. Generate
random
blinding factor
be€Zn

4. Transmit
f':=fb® mod N

2. Compute
s :=f"9 mod n.
3. Send s.
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Blind sighatures with RSA [2]

1. Obtain public

key (e, n) 1. Receive s’

2. Compute 2. Compute
f:=FDHpn(mM), 1 Receive f'. s:=s'b™! modn

3 fG:nr;rate 2. Compuite Note:

. /. Frd
random =1 ) mod 1. sb~t=f9p1
blinding factor 3. sends’ _ fdpedp-1
beZn B
: = ¢

4, Transmit

f':=1fb® mod n
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Applications for blind signhatures

» Untraceable payments
> Unlinkable access tokens (PrivacyPass)
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Provider setup: Create a

denomination key (RSA)

1. Generates random primes p, q. 0@
2. Computes n ;= pq,

o(n) = (o 1)(G - 1) |
3. Picks small e < ¢(n) such that (P.q)

d:=e"! mod ¢(n) exists. | VAN

4. Publishes public key (e, n).

m TALER
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Merchant setup: Create a signing

key (EADSA)

private key
» Computes public key M := mG

Capability: m = 9

» Generates random m mod o as 0@
m
M
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Customer: Create a planchet

(EADSA)

» Generates random ¢ mod o as private
key

» Computes public key C := cG

Capability: c = Q
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Customer: Blind planchet (RSA)

5
|
b

1. Obtains public key (e, n) =
2. Computes f := FDHu(C), f < n. \ /
3. Generates random blinding factor
be, P
4. Transmits ' := fb® mod n €
(%))
C
[

Exchange

m TALER
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Provider: Blind sign (RSA)

1. Receives f'.
2. Computes s’ := ¥ mod n. Elg
3. Sends signature s'. '

ransmit

t

Customer

m TALER
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Customer: Unblind signature (RSA)

D b

1. Receivess'. \ /

2. Computess:=s'b~! mod n B
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Customer: Build shopping cart

ltransmit
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Merchant: Propose contract (EdADSA)

1. Complete proposal D.
2. Send D, EADSAm(D)

i

transmit

Customer
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Customer: Spend coin (EdDSA)

/%

1. Receive proposal D,
EdDSAm(D).

2. Send s, C, EDSA(D)

allll|—

transmit xﬂ

Christian Grothoff
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Merchant and provider: Verify coin

(RSA)

s mod n = FDH(C)

The provider does not only verify the signature, but also checks that the
coin was not double-spent.

This creates an online payment system.
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Part lll: Project 2 Topics
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Project 2 basics

>
>
>
>
>
>
| 2

Your own ideas are welcome (not too hard, not too easy!)
Everything you implement must be Free Software

You need to know why it matters

Usually one meeting per week

Ideally de-risks Bachelor’s thesis

Good to engage with GNU community

Project management was good if result is good

m TALER
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Project 2 topics

TOTP authenticator apps with Taler amounts (easy)
Secure merchant webhooks (easy)

10x Faster RSA signhatures (hard)

Receiver attestation for anti-fraud (recommended)
Taler wallet supply chain security (easy)

Taler wallet for Tor browser
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Project 2 + BS thesis topics

>
>
>
>
>
>
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HSM-encrypted wallet databases on mobile (recommended)
Post-quantum Taler: cipher agility (hard)

Post-quantum Taler: primitives (hard)

E-voting on tokenized shares (recommended)

Paivana (recommended)

EBICS server
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